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ESAPI Mission

To ensure that
strong simple security
controls are available to
every developer
In every environment

open source
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Cheaper, Better, Faster
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Authentication

Identity

Access Control

Input Validation
Output Escaping
Canonicalization

Encryption

Logging
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4 # org.owasp.esapi
[1] Threshold java
[1] HTTPUtilitiesjava
[1] AccessControllerjava

J| SecurityConfiguration java
| Authenticator.java

4] Encryptorjava

[1] Randomizerjava
4]
[3] IntrusionDetector.java

[ Validatorjava

[J] Executorjava

[1] Encoder,java

[ AccessReferenceMap.java
4] EncryptedProperties.java

(1] Logger.java

# org.owasp.esapi.errors




Deceptively Tricky Problems for
Developers

Input Validation and Output Encoding
Authentication and ldentity

URL Access Control

Business Function Access Control

Data Layer Access Control

Presentation Layer Access Control
Errors, Logging, and Intrusion Detection
Encryption, Hashing, and Randomness

1.
2.
3.
4.
5.
6.
7.
3.

Lots more...




Stopping Injection Ad Hoc Escaping

Quick and Dirty Generlic Valldation
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Stopping Injection

Enterprise

Controller

]
' : ELg sentation
At Business Layer

Framework

\ Enterprlse Security Servlces

Data Layer

A Automatic Escaping
A\ Managed Specific Validation

Managed Generic Valldation




Jeff Williams
Aspect Security CEO
OWASP Foundation Chair
jeff.williams@aspectsecurity.com
http://www.aspectsecurity.com
twitter @planetlevel
410-707-1487

Questions?






Stopping Injection Ad Hoc Escaping

Quick and Dirty Generlic Valldation
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Stopping Injection A\ Mandatory Escaping

Strong Application A\ Specific Validation

Generlc Valldatlon (+can)
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ESAPI Web App Firewall (WAF)

T~y M\ WaAF

attacker i

Critical Application?
PCI requirement?

3rd party application?
Legacy application?
Incident response?

Virtual patches
Authentication rules

URL access control
Egress filtering
Attack surface reduction
Real-time security




AuthN and AuthZ User In Sesslon

Quick and Dirty Simple Authentication Model

Ad Hoc Authorization
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AuthN and AuthZ

Strong Application

Controller

wsentation

Business Layer
Data Layer

1

Framework

ESAPI

A\ Atternate Authentication
MM‘M Identlty Everywhere
W‘mAutomatlc CG Authorization
m‘mAutomatlc FG Authorization

CATA




AuthN and AuthZ A Identity Management
Enterprise A AuthZ Policy Management

A AuthZ Entitlement Mgmt

Controller

Data Layer
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sentation
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Accountability and Detectior ad Hoc Security Logging

Quick and Dirty Securlty Exceptlons (2 msgs)

Ad Hoc Authorization

~troller

Data Layer

Business Layer
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Accountability and DetECtiOI‘ Automatic Securlty Logging
Strong Application A Intrusion Detection

Business Layer
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Framework




Accountability and Detectiom Centralized Logging
Enterprise A\ Log Policy Management

A Dynamic Incldent Response

sentation Controller
Data Layer

7 o Business Layer
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Input Validation, Encoding, and Injection

® Qutput User Input

® Accept Rich Content
® VYalidate User Input
® Encode Qutput

Exercise

Authentication and Session Management
RULE #0 - Never Insert Untrusted Data Except in Allowed Locations

® |ogin
® Change Password
® Change Session Identifier

Only put untrusted data in the five approved locations! Not into a script:

Access Control and Referencing Objects o 50; alert{xss0)

® Reference a Server-Side Object
® Access Control

lDDn‘t put untrusted data in a script ‘
|<html=<body-data<script-var i= iSU;aleﬂ('xssﬂ') ;</script></body=</html>

!data |

Encryption, Randomness, and Integrity

® Encryption

* Randomizer
-
.

RULE #1 - HTML Escape Before Inserting Untrusted Data into HTML Element Content

Integrity Seals
Globally Unique IDs

MNormal Element Content, common attacks are:
11| Done, but with errors on page. € Local intranet | Protected Mode: On HI00% ~

Caching




